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Reasons for loT adoption

Operations optimization
Employee productivity

Safety and security

Supply chain management
Quality assurance

Asset tracking

Sales enablement

Energy management
Condition-based maintenance

Health and wellness
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Additional top use case by industry

RETAIL/ TRANSPORTATION GOVERNMENT HEALTHCARE

WHOLESALE
Supply chain . Tracking patient,
optimization 64% Fleet management 56% Public Safety 48% staff, and inventory 66%
Inventory 59%  Security, surveillance, g, anct acitics: 40% manitoring and 57%
optimization and safety i ———— service 9

. . Regulations and Remote health
Surveillance and 48% Manufacturing 40% compliance 38% monitoring and 55%
security operations efficiency management assistance

. Vehicle telematics and Fleet and asset Safety, security, and

Loss prevention 44% infotainment 38% management 37% compliance 53%
Energy optimization 40% ::ae;::::;en ce 33% Incident response 29% Facilities management 42%




Top challenges

Complexity/technical challenges

Lack of budget/staff resources
Lack of knowledge

Haven't found the right loT solutions

Security



Solution architecture—DIY

loT
devices
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Custom cloud solution

Provisioning Mgmt

Servi Solution UX
ervices

Identity & registry stores App backend

Device state stores

Stream processing

Analytics &

Storage Machine Learning

________________________

Digital feedback loop

Business integration & connectors
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Business
systems



We had a similar challenge in the past...

Peripherals Windows OS



That was solved with Windows Plug and Play

Capability
model

(2
(2

Device
metadata

Devices published their capability models and adhered to them
Windows used the capability model to know how to interact with them



loT today
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Tight coupling between software on device and loT solution in the cloud



IoT Plug and P
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Management
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loT Plug and Play
defines common
language

A platform feature
to describe models and
capabilities to Cloud

Based on Digital Twin
definition language

Open source based on open standards
(JSON-LD, RDF)

OSI| Model

loT application

Provisioning

Monitoring

Device
Management

11811

loT application

JSON, Binary, XML...

MQTT, HTTPR, HTTPS, AMQP

TCP, UDP, TTLS

IPv4, IPv6

Ethernet, WiFi, LTE, DSL, LoRa...




Benefits

Solution developers
Dramatically reduces the effort
needed to build software on devices

Customers and partners

Large ecosystem of devices that
just work with Azure loT solutions,
without any development required

Device builders

Certify your device for loT Plug and Play
and it can be used with thousands of
Azure loT solutions

In public preview
http://aka.ms/loTPlugandPlay
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Solution architecture—loT Central

———————————————————————————

Digital feedback loop

Custom cloud solution

Configurable UX surface

loT
devices
&
sensors

Business
systems

Azure |oT Central Core

Data channels & APlIs
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Azure loT Central

loT app platform with security, global scale, high availability, disaster recovery built in
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Device connectivity and
management

Telemetry ingestion and
command and control

Monitoring rules &
triggered actions

User roles and
permissions

Dashboards, visualization
and insights

Fully hosted and managed
by Microsoft

A
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Maps, location telemetry
and geofencing

Device Bridge
Ingest data from other clouds

Continuous Data Export
Bring data into downstream
business applications

White labeling
Your SaaS - Your Brand

loT Plug-and-Play

Public Preview

loT Edge support
Incl. Module Management

Multi-tenancy & RBAC

Extensibility
APIs

Solution Builder App Templates



loT Central App Templates

App templates
for Priority Industry Verticals




Challenge #1
Getting connected

Challenge #2

Making it easier to combine
services to “do something”

Challenge #3

Making it easier to use
the data; it's massive

“We've been here before”




Web 2.0 technologies

Blogger ': Picasa @ g Slideshare
“Big Data”
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Remember

these?

L aws aws
cloudera =L WS -
EEER  pivota S y ainid
» Lk
W -y ® WS
- t e P VERTEA
- > o -
9 Cockros - N
L) . ~
¥ e =
[<esosmixe ] - & al
. o O couriome D crundore . Exasol
r YLLA o Vasors
4 a @ O WS O ww bie
@ T
ne s
L g ik - Sgrelea
o O @
UNIF —— Yy [,
WS Googhe ™™ Ky tico
e e AP
Ao wWOr MYTHIC —
@ ™ |
S i &
-
aWsS M Go : ol — Gsas
. mm o 3

BIG DATA & Al LANDSCAPE 2018

ANALYTICS - APPLICATIONS ~ ENTERPRISE
DALA AN " . " o
B 1 W MEDALUA Zendesk
YASD SRRt
] - NGO
ATTIV/O Datameer ncoda ) capidenines @ conversica el
Btsslase — E_‘] CONTINUUM A~ A A
ENDOT M g
fC NA T Xe FCURITY
m ' VISUALIZATION MACHINE LEARN 1 Anepien R VITY AUTOM | Craseum o
aws ] Ay . Vs . oo | T | gesiack -
[—) > 2uora X tam ——
- Boman P | | o SEZ | e b4 © sveemon
‘ i e g . Dween| £ -
- temen o
2 < @ =~ ReSS — - < e
CRARTIO ! - - =
APPLICATIONS
s - wile VERTISIN U n VERNMIN AN REA ]
- GOPE”EU‘I ;‘) R "‘. S I?" (‘rw ~
_, & 3 - avre | Smonate
el v . mark43 A VTS
Sountionnd e, Y. e : 0 ==
e 103 s ' NTIUM
. _— W—— G v
= er -
- ok ) INDUSTRIAL
& rac -
2 4. o
8 syeete : —_
w '
D vasityy ¢ LS
3 4
R
ey us
Acq
m 2 .. n N N
Data Acquisition VLDW and Bl Appliances Analytics BPM & Action

HSasS. ORACLE

)Sas EMC Ssas ¢p),\|[BTBCO EMC
- Q| mTEco ¢ p SAPL g Ja\oracLe
::irk & microsoft Y% g\ aLiDo kognitio |@ctian ‘

8 1oea ORACLE"  talen Microsoft:  [[JNYA10 T \J;‘;;;so" @ ||Adobe sorFTwamre

: . A kxen T
INFORMATICA  splunk EMC ORACLE %
ega

ArNumenta Symcsort
| Pegasystems Inc.

E:‘ 'J HSas

Big Data Landscape

Including Complex Event Processing (CEP) tools i
@0!)[;1\1 TEXT

. Vertical Apps Ad/Media Apps Business Analytics and Data Providers e NosaL Data Virtualization Mic :
| PREDICTIVE PO . . " " N ! S i msoﬂ force
's.bloom each | _-rocketui| Intelligence Visualization | @ LexisNexis ) comScore rhEEbep O[?/—}CLE 4 @
. s | | ORACLE | Huoerio w{)iv]:\ﬂb}fyzi I | - indows Azure cloudera EMC Microsoft -H: denodo ELOQUA I'Grafx |
Log Data Apps B susinessoblects .," g | Mk St
. PP Media |.||][£EE‘KJYS\II[II Alamm\susmesslmelhgence Mm"‘/:s::as ERE nielsen REUTERS | |Hortonworks Go /8[& W I% EEA' D v
ML (BN @sumoooc | | Science TUR™ ~ S 9 ATIBCO' [(Gammss | 2 1w — MAR Microsoft
- %&u NOS é?gi:’til:nn B factual SymphonyIR 0 nmnli' = Loolc DQACLE 1, Capgemini - Capping IT off I
- Data As A Service B | | Autonomy 2 onone | GNIP 5 Opalan“r splunk INFORMATICA Manuel Sevilla - 2012
. ToaTe Qlik EEm O platfors MEMMEN Girn OPEN - 000 Eengfgeg y 2
INRIX @ LovsNeds: & 3 ) [EPYEBED ) \alteryx <visually avm mdi?ﬁT 4 M"k[ i [kx] Bl Tools 7
( h h ‘sparsvty o icrosoft - Tl |
Analytics Operational Infrastructure As Structured - ORACLE M’:’ pannpt}g;nkuw £ at’
. 0gIXML ‘wm ion
Infrastr"ujure ) Infrastructure A Service Databases ContentManagement W e Cosool w
il ﬁ%ﬁ o | [Covemease  t0gen aaton OoRAcLE P EMCT Hsas mars:wgy x00gIe @
A\ & Alfresco = Spagesr ++ tobleay Qi
< ’PClr' =7 s
A @GHEENMM - s Andyourparmersdata | |, &' 0 () Microsott ) BITIBCO 5525788 qumes @ACTEARE
N)neTEzzA kogpnitio - [ roRmnex]
oRTASTAXY Daso. [l MarkLogic Google BigQuery =
(.Y @cauno Microsot ORACLE
. Data Governance
Technologies
- — gles iNFormaTica mITIBCO () talen §SaSs o,
5 ' , - HSAsSE ¥ cassand)

Copyright © 2012 Dave Feinleib

dave@vcdave.com

blogs.forbes.com/davefeinleib



“Big Data”
challenge 2.0




Ecosystem

Azure Machine Learning

Azure Synapse
Analytics
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B Azure
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The digital

feedback loop

' Data: Capture digital signal across business
2 Insight: Connect and synthesize data

3 Action: Improve business outcomes

Employeve's

Data +




What is

confidential
computing?




Why confidential computing in loT

Intelligent edge computing creates the need to protect code
and data in use in addition to protection in storage and transit

Code and data
confidentiality

Actions from
insights

Valued
transactions

i

Proprietary code and algorithms

Sensitive data like patient information and ML models

Safe actions from insights out of intelligent edge processing

Trustworthy |I/O for command and control of critical infrastructure

Metering actions for billing

Events tracking e.g., violations for warranty management






The anatomy of
the architectural
design session
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Losses in the supply chain

22.8 billion 30% $60 billion

global shipments are of perishable goods
damaged, delayed, spoil before they reach
or lost every year? their destination?

in goods are stolen
each year worldwide; $35
billion in the U.S. alone>
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Intel® Connected Logistics Platform

Edge Continuous Gateway Powerful Meaningful
connectivity communication interface cloud insights
Multifunction loT A mesh sensor network Gateways efficiently send Microsoft Azure connects, Insights are visualized and

tags measure a helps ensure comprehensive  aggregated data to the cloud via monitors, authenticates and delivered through mobile
variety of conditions asset visibility Wi-Fi or cellular connections automates data transmission apps or online dashboards

*The Intel® Connected Logistics Platform is fully implemented with the help of an experienced Microsoft Systems Integrator
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Digital transformation requires partnerships

{F o Y O & g

-+  Operational Information
technology (OT) technology (IT)
is hardware and software is the application of
-+  that detects or causes a computers to store,
change through the study, retrieve, transmit,

direct monitoring and/or and manipulate data,
| control of physical or information, often in

devices, processes and the context of a business
events in the enterprise. or other enterprise.

Knowledge




Our partnerships scale digital transformation projects

ofessional and Managed Serv
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Gateway |

Connectivity 4 Sensors
Provisioning and Manageme



We'll connect you with the Arrow team to find out how easy
it is to adopt the Intel Connected Logistics Platform iot@arrow.com

Learn more about the Intel Connected Logistics Platform at
https://www.arrow.com/en/campaigns/iot-intel-connected-logistics-platform

Learn more about Microsoft Azure at azure.microsoft.com



http://arrow.com
https://www.arrow.com/en/campaigns/iot-intel-connected-logistics-platform
https://azure.microsoft.com/en-us/
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Mark Carlton
Solutions Architect loT & Edge
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in /Mark Carlton
YW ©@mcarlton1983


http://arrow.com

We iterate on it
with our partners

This is what we mean by our
greatest strength is our ecosystem

We can help create the better
process this way together

RS

Customers °
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AVNET

Reach Further™
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Martin Grossen
Supplier Business Manager Microsoft loT at AVNET EMG Silica

Martin Grossen is responsible for driving the Microsoft Embedded / loT
channel for AVNET Silica in Europe.

He is supporting hundreds of industrial device and solution OEMs in
the embedded / loT / cloud space to bring their solution to market.

As an active Microsoft MVP (Most Valuable Professional), technical and
licensing specialist, Mr. Grossen is one of the leading drivers

of the Microsoft Embedded / loT ecosystem.
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I
The Avnet Value Proposition — Helping Businesses “See the Future”

Wi-Fi / Cellular Combine with other internal and external data
“Wi-Fi / CeIIuIar N l
il j v
g » Vs \ G [Fa]
e E P a\P > ¢SSP » > D
D il I”I ll)l ildin — Generate insights Securlty
es glocll:s g Design device Build device Build gateway Ingest data into cloud Visualize and manage Al Create value

AVNET

v sw._Deviceoriented |

Witekio
softwebss ,
. Cloud ted
solutions e

We offer end to end capabilities to deliver real return on investment on loT
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The #1 Challenge for loT = loT Security

“By 2020, more than 25% of identified attacks
in enterprises will involve lOT.”- Gartner IoT Survey 2016

“Over 50% of CIO’s and CTQO’s have identified 10T

Security as the #1 barrier/challenge to loT
success.”- Gartner loT Survey 2017

AAVNET



2016: AVNET Silica: Design help for a secure loT platform

PMOD (12C) PMOD ( UART/SPI)
Expansron (opt.) l Expansion

[ Lans742 ]

Ethernet PHY
l Microchip

[ Button & LEDs

a 8 [~ APMBEEE N\
WiFi — Smart module
)

‘ APM Communication ‘

v

USB Master -
STM32F746

ARM Cortex M7

ST

{ Debug Headﬁ .@.
-

Power input

[ USB Slave &

TO136
Trust controller
‘ Trusted Object

~

\VNET



|
Highly-Secured Connected Devices require 7 Properties

Hardware Defense Small Trusted
Root of Trust in Depth Computing Base
i Is your device’s identity <l Does your device il Is your device’s TCB
and software integrity remain protected if a protected from bugs in
secured by hardware? ¥ security mechanism is ¥ other code?
defeated?
Dynamic Certificate-Based Q Failure Renewable
Compartments Authentication Reporting Security
Can your device’s i Does your device i Does your device i Does your
B . . Al . r Ml Al .
security protections ¢ use certificates ¢ report back about ¢ device’s software
L improve after e instead Lo failures and Lo update
deployment? ab of passwords for ab anomalies? &b automatically?

authentication?

\VNET

~

#: = Silicon support required ¥ = 0S support required <= Cloud Service support required http.//aka.ms/7properties


http://aka.ms/7properties

The Security Solution - Azure Sphere

Secured MCUs

A new class of crossover Azure Sphere MCUs, from
our silicon partners, with built-in Microsoft security
technology provide connectivity, high performance,
and a secured hardware root of trust.

()
(=)

Secured Operating System

The highly-secured Azure Sphere loT OS
combines the best of Microsoft and OSS
technologies to create a trustworthy
platform for new IoT experiences

@00

Secured by our Cloud Service

The Azure Sphere Security Service
guards every Azure Sphere device; it
protects your devices and customers,
detects emerging threats, and proactively
responds.

00®

AAVNET



Two Types of Customer Implementations

Greenfield Brownfield
New devices and equipment Existing devices and equipment

Common use cases:

« Food services
» Refrigeration
 Industrial equipment

« HVAC Controls




]
Azure Sphere for Brownfield

Guardian

USB power
FTDI for onboard External LED indicators
management

Brownfield
Existing devices and equipment

Downstream device interface
(Ethernet in this sample)

Common use cases:

Food services

Azure Sphere MCU - -
Refrigeration

/\ Industrial equipment
T HVAC Controls




|
Securing Brownfield Devices with Guardian

OS updates =~ o Brownfield device Azure
from Microsoft © app updates

Azure loT
Central

Azure Sphere
Security Service

;A
App and e: e App data
0S updates . . and telemetry
Remote attestation & E Online failure ,'.
cert-based authentication  « Q reporting  .*
\ 9

0 Processes data

. Device-specific A;“"“fi."gﬁ,‘ﬁ”‘e @ Authenticates cloud endpoints
Brownfield” device c interface c ure sphere @ validates messages between cloud and device

existing equipment or device © Reports failure if message is invalid




STARBUCKS

Azure Sphere enables Starbucks to put
their Business Transformation Strategy into
rapid gear.

Cost savings: Reduce unnecessary
maintenance truck rolls

Customer experience: Deliver the
perfect pour every time

: Operational efficiency: Download
seasonal recipes directly to machines



Avnet's Sphere Product Roadmap

Chip

Targeting higher volume
(>50K) applications

Module

Certified and production
ready for quick time to
market

Starter Kit

Eases prototyping and
PoC development with
expansion and add-ons

Guardian

Production ready, Sphere-based system with
enclosure for quick deployment. Off-the-shelf or
customizable to meet exact application needs.

Target Applications

MT3620 Sphere MCU
- Arm Cortex A7 MPU
with 4AMB SRAM

- Dual M4F MCUs with
64KB SRAM each

- Dual band a/b/g/n WiFi

- Up to 5 ISU interfaces
configurable as UART,
I2C, or SPI ports

- Up to 72 GPIOs
- PWM, 128, ADC, RTC

§%$o$ |
o ca B

Chip Antenna Module
- Based on the MT3620
- Dual band a/b/g/n WiFi
- Chip antenna
- Three ISU interfaces
-33x22x3 mm

Under

q\/e\ Development

NXP Sphere MCU
- i.mx8 based

¥y
@

External U.FL Antenna
- Based on the MT3620
- Dual band a/b/g/n WiFi
- TX/RX ant. Diversity
- U.FL connectors
- Three ISU interfaces
-33x22x3 mm

MT3620 Starter Kit
- Based on the MT3620
Chip Antenna Module

- Two MikroE Click
Board expansion slots

- Five on-board sensors
- Optional OLED port

- 12C Grove connector

- User push buttons

- User LEDs

- USB powered

Guardian-I
- WiFi Uplink
- Ethernet Up or Downstream
- USB-UART Downstream

Sampling Now

- Machine monitoring/control
- Asset monitoring

Guardian-lc
- WiFi Uplink
Under - Ethernet Up or Downstream
Development - USB-UART Downstream

- Separate Program Cable
- Compact size

- Machine monitoring/control
- Asset monitoring

Coming November - Lower cost
Guardian-ll - Secure gateway
- WiFi Uplink - Machine monitoring/control
Under - BLE/802.15.4 Downstream - Asset monitoring
Development

- UART/SPI1/12C Expansion
- USB Mass Storage

Coming November

- Mesh network gateway
- Remote patient monitoring

AAVNET
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Welcome to
Microsoft Learn




Microsoft.com/learn

12300 XP

Azure fundamentals

| 8 hr 17 min remaining I- Learning Path - 1 of 12 modules completed

Beginner Developer Solution Architect Administrator Al Engineer Business Analyst Business User

Data Engineer Data Scientist Azure Azure Portal Azure Resource Manager Storage Virtual Machines
Interested in the cloud, but aren’t quite sure what it can do for you? This path is the place to start.

Tl me In this learning path, you will:
Investment

expectation

« Learn cloud concepts such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
Disaster Recovery

* Understand the benefits of cloud computing in Azure and how it can save you time and money

« Compare and contrast basic strategies for transitioning to the Azure cloud

Explore the breadth of services available in Azure including compute, network, storage and security

Once you complete this learning path, you will have the necessary knowledge to take the AZ900 Microsoft
Azure Fundamentals Exam.

Prerequisites
None

Modules in this learning path

Cloud Concepts - Principles of cloud computing <
1 hr 2 min = Module = 10 Units

W % W W W 4.8 (23350)

Explore the core concepts of cloud computing and how it can help your business.

Overview VvV




Microsoft.com/learn

Azure fundamentals

8 hr 17 min remaining « Learning Path » 1 of 12 modules completed

Beginner Developer Solution Architect Administrator Al Engineer Business Analyst Business User

Data Engineer Data Scientist Azure Azure Portal Azure Resource Manager Storage Virtual Machines

Interested in the cloud, but aren’t quite sure what it can do for you? This path is the place to start. Tota | X P =

In this learning path, you will: 1 2, 3 OO

« Learn cloud concepts such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
Disaster Recovery

* Understand the benefits of cloud computing in Azure and how it can save you time and money

« Compare and contrast basic strategies for transitioning to the Azure cloud

« Explore the breadth of services available in Azure including compute, network, storage and security

Once you complete this learning path, you will have the necessary knowledge to take the AZ900 Microsoft
Azure Fundamentals Exam.

Prerequisites
None

Modules in this learning path

Cloud Concepts - Principles of cloud computing <
1 hr 2 min = Module = 10 Units

W % W W W 4.8 (23350)

Explore the core concepts of cloud computing and how it can help your business.

Overview VvV




Microsoft.com/learn

12300 XP
Azure fundamentals

8 hr 17 min remaining « Learning Path » 1 of 12 modules completed

Beginner Developer Solution Architect Administrator Al Engineer Business Analyst Business User

Data Engineer Data Scientist Azure Azure Portal Azure Resource Manager Storage Virtual Machines
Interested in the cloud, but aren’t quite sure what it can do for you? This path is the place to start.
In this learning path, you will:

« Learn cloud concepts such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
Disaster Recovery

* Understand the benefits of cloud computing in Azure and how it can save you time and money

« Compare and contrast basic strategies for transitioning to the Azure cloud

« Explore the breadth of services available in Azure including compute, network, storage and security

Once you complete this learning path, you will have the necessary knowledge to take the AZ900 Microsoft
Azure Fundamentals Exam.

Prerequisites
None
Module XP=
Modules in this learning path 1 ! 1 OO
Cloud Concepts - Principles of cloud computing

1 hr 2 min = Module = 10 Units
W % W W W 4.8 (23350)

Explore the core concepts of cloud computing and how it can help your business.

Overview VvV




Leveling up your
Azure skillz with

Microsoft Learn

A

| can haz ALL
the badgez!
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Top Challenges

Complexity
loT PnP, loT Central

Knowledge
MS Learn

Security
Confidential Computing
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