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Reasons for loT adoption

loT Signals

SUMMARY OF RESEARCH LEARNINGS Operations optimization
2019

Employee productivity

Safety and security

Supply chain management
Quality assurance

Asset tracking

Sales enablement

Energy management
Condition-based maintenance

Health and wellness
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Top Use Case by Industry
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loT Signals

SUMMARY OF RESEARCH LEARNINGS
PAVR RS

RETAIL/ TRANSPORTATION GOVERNMENT HEALTHCARE

WHOLESALE
Supply chain . Tracking patient,
optimization B4% Fleet management 56% Public Safety 45% staff, and inventory 66%
Invent Securs il Infrastructure Remote device
n:nnpvt?mi‘.:ar{ri:ln 9% aﬁHdu:a étﬁurm aNCE 51 and facilities 40% monitoring and §7%

y management service

; : Regulations and Remote health
ir:;:fil”aﬂf-ﬂ and 48% :‘ae":::ia;:; r:;-ﬁcien: 40% compliance 38% monitoring and 55%

ty P y management assistance

- Vehicle telematics and Fleet and asset Safety, security, and

el 4% infotainment 8% management s compliance %
Energy optimization  40% ms,l'f:'n":n - 3% Incident response 29% Facilities management 42%
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loT Sig na|S Top challenges

SUMMARY OF RESEARCH LEARNINGS
2019

Complexity/technical challenges - 389%
Lack of budget/staff resources -
Lack of knowledge -

Haven't found the right loT solutions -

Security -®




Solution architecture—DIY

loT
devices

&
sensors

Cloud gateway

Custom cloud solution

Provisioning Mgmt

: Solution UX
Services

Identity & registry stores App backend

Device state stores

Stream processing

Analytics &
Machine Learning

Storage

Business integration & connectors

Business
systems



We had a similar challenge in the past...

Peripherals Windows OS



That was solved with Windows Plug and Play

Capability W%ﬁ
model —T
/N -
< L\
~/ Device ~/
Peripherals metadata Windows OS

Devices published their capability models and adhered to them
Windows used the capability model to know how to interact with them



loT today

loT devices Cloud loT solutions

Tight coupling between software on device and loT solution in the cloud



loT Plug and Play

Capability < —

model

Device
metadata

loT devices Cloud loT solutions

Devices publish their capability model.
Cloud loT Solutions configure themselves according to the model.



Solution architecture—IloT Central

- Custom cloud solution § |
Configurable UX surface

loT

devices
& .
SENsors Business
systems

Azure loT Central Core

Flexible data ingestion
Data channels & APIs




Azure loT Central

loT app platform with security, global scale, high availability, disaster recovery built in

2 3 %k, T &

&

Device connectivity and
management

Telemetry ingestion and
command and control

Monitoring rules &
triggered actions

User roles and
permissions

Dashboards, visualization
and insights

Fully hosted and managed
by Microsoft
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Maps, location telemetry
and geofencing

Device Bridge

Ingest data from other clouds

Continuous Data Export
Bring data into downstream
business applications

White labeling
Your SaaS - Your Brand

loT Plug-and-Play

Public Preview

loT Edge support

Incl. Module Management

Multi-tenancy & RBAC

Extensibility
APIs

Solution Builder App Templates



loT Central App Templates

I
App templates
I. for Priority Industry Verticals

il i 4 1

Retail Healthcare Energy
Digital distribution center Continuous patient monitoring Smart meter analytics

App

Templates Government

Water quality monitoring

2k . In-store analytics Solar power monitoring Water consumption monitoring
Industries Checkout, Condition monitoring

Connected logistics
Smart inventory management

Connected waste management




The digital
feedback loop

o Data: Capture digital signal across business
e Insight: Connect and synthesize data

e Action: Improve business outcomes




What is

confidential
computing?




Why confidential computing in loT

Intelligent edge computing creates the need to protect code
and data in use in addition to protection in storage and transit

Code and data Proprietary code and algorithms

confidentiality

Sensitive data like patient information and ML models

Actions from Safe actions from insights out of intelligent edge processing

insights

Trustworthy I/O for command and control of critical infrastructure

Valued Metering actions for billing

transactions

Events tracking e.g., violations for warranty management



The anatomy of
the architectural
design session




User
management

Ul reporting @
lf—
and tools

Visualize data and learnings

F 3

IZT Edge Cloud Stream processing and Stream processing Business
evices - v . » i er da integration
gateway ules evaluation over data X &{}_\3 . 9
Device v »
-
management .%
8
* » Hul . ) Y
loT devices
Bulk device : ; . g i —
provisioning Data Warm path Cold path Machine
= transformation | sware data store store learning
AW +
<, <F> | 4 | A
+ e | ne

| Integrate with business processes

Things Insights Action




Partners make more possible




Robert:Forget Darrell Graham
CTO SVP, Sales & Marketing



The Intelligent Edge
XY B
Edge devices y )

‘ Platform Response
[
* People focused use cases * Exception-based, real-time » Activity, Condition, Location and Time
* Improved decision making * Designed around decisions * Real-time Response Management
« Safety and efficiency improvement  Ecosystem integration focus * Improved processes/decision making

|0Tm Action B Microsoft



Enhancing Safety and Productivity

- PRODUCTIVITY

. Real-time to post project,

« functional/task
|0Tm Action B Microsoft

SAFETY 4

Real-time, people
solutions, cognitive and  *
behavioral, connected .
and two-way.  *

. geofencing, reporting
and/or data flows.




Industries Serveo

Construction Manufacturing Social Services Field Services

B Microsoft
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Awares00 Partner Ecosystem

Resellers

Mall

~—~ TELUS _~

Bm Microsoft — Suedi

INDUSTRIAL
SCIENTIFIC STARS

@ Big Sky Call Centers Inc.

A
GARMIN

spt telelink gy~ Textherte
© VoCare o
MEALTH MONITORING MADE SIMPLE '[O%rmaline +‘i‘_*j' + G b | e G U
ans

Analytics &

Apps &
Reporting

Devices

INDUSTRIAL
SCIENTIFIC

B Microsoft

@ Periscope Data

— n
¢ "Northern911 telelink

@ Big Sky Call Centers Inc. ‘A(WJ

Government

STARS

COMMUNICATIONS GROUP

BLackHAwWK
DARTRCOM

Response Partners | -
m Microsoft
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Introducing SafetyAware

A flexible, cost-effective solution to keep lone workers safe and productive

] RN

Protect and save Improve productivity Stay secure and
lives and efficiency compliant
8 400+
Lives saved in Emergency SOS
2018 responses / year

|0Tm Action B Microsoft



Introducing SafetyAware

A flexible, cost-effective solution to keep lone workers safe and productive

@@ Q"4 mi033
¥ Normal

B © &

(™) 01:59:57

10:33 PM None
2018/03/02

Edge devices to connect Cloud-based real time loT 3rd party professional
your workers platform monitoring

|0Tm Action B Microsoft



SafetyAware App

Normal state

Assist

Hazard

SOS / emergency

Microsoft
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Control Center

@ Aware360 Control Center x +

< c

AWAR=E"" ¢ &

ESCALATION PROCEDURE

5 3

Jen McDade

Aware360

Last Check-In: a few

Emergency seconds ago
Status Medical History:
1 Geographic Area:
Devices Notes:
Android = P

Active Device

Action

|0Tm Action

@ platform.aware360.net/asset/5edab2e6-66fa-4c34-be25-860a9ff71144/escalate

—Step 1

Resolve escalation

Step 2

Escalate to next step

Call Manager Ned Flanders at +1 (333) 222-4444

Step 3

call OH&S Chief Wiggam at +1 (222) 222-2222

Step 5

Call President Monty Burns at +1 (777) 111

-3333.

* m e @

Jen McDade &

+ Add Note For Jen McDade

Jen McDade
Aware360

Take Action

Jen McDade
Aware360

Status: Emergency

Jen McDade
Aware360

S0OS

Jen McDade
Aware360

Status: Monitored

Jen McDade
Aware360

SOS Cancel

Jen McDade
Aware360

Status: Emergency

Jen McDade
Aware360

S0s

Jen McDade
Aware360

a few seconds ago
Jen McDade

a few seconds ago
Android

a few seconds ago
Android

a minute ago
Android

a minute ago
Android

a minute ago
Android

a minute ago
Android

a minute ago

Android

Microsoft



Control Center

@ Aware360 Control Center x -+

< c

@ platform.aware360.net

i Apps

A CAMSIWeb

AWA R ="

HOME

Name
U & | Elena Elian
U (& | Garrett Desruisseaux
U (# | AlRenner
UE | Alex
U (& | Alstrucks
U ¥ | AmyLlund
U & | Apple Test
U (& | arvind
U (& | assetl0
U & | aware
E Aware_test1
U & | aware0l

70
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4 Canadian Sales Tax...

Canada

United
States

Mexico

Eamings Before Int...

Q

Client

Aware360
Aware360
Aware360
Aware360
Aware360
Aware360
Aware360
Aware360
Aware360
Aware360
Aware360

Aware360

5

Cuba

COLDV“'II‘E T
Peru - Brazit
Bolivia

 Paraguay

Argentina;

7 Sites To Use For 5...

State

Safety Overdue
Monitored
Not Monitored
Not Monitored
Not Monitored
Not Monitored
Not Monitored
Not Monitored
Not Monitored
Not Monitored
Not Monitored

Not Monitored

Iceland Sweden’

Norwy
Denmark =~
I B

Germany.

Italy:

Tunisia

[ Algeria

Mali | Niger

SefiEgal Sudan

igeria

Demacratic ¥,
“Rbpublic orekeny2
theCongs

South Alrica

B Lineup | PiratzPad

Libya [Egypt)

Check-in

3 days ago

2 minutes ago
3 months ago
2 months ago
3 months ago
4 months ago
3 months ago
3 months ago
& months ago
10 months ago
6 months ago

MN/A

Saud|
- Yemen

Madagascar

Kasakhstan 7

Paklstan
Arabla n'r;-‘a,.

(@ Alberta's Top Empl...

(89 Canada's Top 100 E...

Next Overdue Pos Time

3 days ago 2 days ago

in 8 minutes a few seconds ago
N/A 3 months ago
N/A 4 months ago
N/A N/A

MN/A N/A

N/A 2 years ago
N/A a year ago
N/A 8 months ago
N/A a year ago
N/A 7 months ago
N/A 7 months ago

Russia

Hepal, .
India

76
silanka

Malfa}rs\a

Mongolia

China

Thailand

Mapbox Streets v
Neighbor Helping Neighbor

Japan

Pt‘:lllpplnes

Indonesia

Papua Hew
Guinea

Australia

BB stock Market Quot..

E Flippa #1 for Buyin..

Last Location

N56%18'59.97" E44°03'34.27"
N50°59'36.98" W114°05'17.18"
N50°59'36.76" W114°05'16.24"

N11°01'29.76" E76°57'30.95"

N56719'00.40" E44°03'34.96"
N11°01'30.37" E76°57'30.07"
N11°01'30.39" E76°57'30.79"
N11701'29.64" E76°57'31.34"
N11°01'29.96" E76°57'30.83"

N11°01'29.74" E76°57'30.85"

= x

ok 9O RHEBEBBQO 60

Return on Investme... g Patriot - Lone Work.. @ IFSEC International... »
Garrett Desruisseaux g <

Gar
Awar
Enable Safety Timer

tt Desruisseaux

Garrett Desruisseaux

Aware360

Disable Safety Timer

Garrett Desruisseaux
Aware36
Status: Monitored

Garrett Desruisseaux
Aware360
Start Monitor

Off Time: November 2 2019, 3:31:02 AM, -06:00

o

Total Assets: 272

Please select an Asset

2 minutes ago

0S

3 minutes ago
I0S

3 minutes ago

3 minutes ago

ControlCentar \ersion: 7.4

B Microsoft



AZURE CANADIAN INSTANCE

Https://platformedn.aware360.net

Version 1.0.1 02/2019
\~4 " 2
Internet Azure Load IEI @ @ @ ‘EI
Balancer )
VM VM VM VM M o
CC-01 KAF-01 PPT-01 PP-01 PDB-01 - g
[e] [e] (e (e 1 HEN
QU
wm M M VM M =
Azure Function Azure 10T Hub CC-02 KAF-02 PPT-02 PP-02 PDB-02
- q h m
=D A O oy oy gof  goj -
R o
VM VM VM VM VM 6 Q
CC-03 KAF-03 PPT-03 PP-03 PDB-03 =] g;_
Devices — )
Frontend Subnet Backend Subnet
U a & B = E &
| .
Ll
- VM
DeployBox Staytus Help-01 Rep-01
DevOps
Management subnet Platform Virtual network <’ ">

~

Configuration
Linux VMs:RHEL 7.6 Windows VMs: WES 2016 VPN Solution: ot Hu.b Event Grid Overylew
CC-01 PPT-01 - SSL/TLS + Authentication Topl)lcs Event Sublscnpt\ons
CC-02 PPt-02 - TLS Key : 2048 bit
Kaf-01 PPT-03 - Encryption: AES-128-CBC
Kaf-02 PP-01 - Auth: SHA256-bit r—
Kaf-03 PP-02 2y _é. 1
PDB-01 PP-03 o — [N
PDB-01 7
PDB-02
PDB-03 I |
Event Publishers Event Handlers
\_
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Establish bi-directional communication
with billions of loT devices

Enhance security with per
device authentication

Provision devices at scale w/loT
AZU re I OT H u b Hub Device Provisioning Service

Manage devices at scale with
device management

Multi-language and open source SDKs




Solution Framework Oftering

Leaflet Mapping Client - |
39 Party Mapping I;?

Integration Engine

Third Party
Systems
VS
?\

4

Twilio (SMS, Voice)
Dev/Asset Affiliation

|0Tm Action

Third Party
Systems i

o <

Dashboard

B Microsoft
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Robert Forget
CTO

1(877)352-8522 x 325
robert.forget@aware360.com
@kaoswonder

/in/rforget

in

Darrell Graham
SVP, Sales & Marketing

1(877)352-8522 x 313

darrell.graham@aware360.com
@DGInCtown
/in/darrellgraham

B Microsoft



Our partners are our strength

This is what we mean by our
greatest strength is our ecosystem Customers

We can help create the better "-~'~=~---:i::;:;:z:'-j:ié'{:éf;fzs:_-:;f;-f;,;-f;:ff,-;_.
process this way together




1T Atrtificial Intelligence

!)_ SQUARE D in Healthcare

IGITAL SIGNAGE

Al can address unmet

clinical demand

Gajendra Ratnavel
Founder and Chief Technology Officer

Brent Nacu

Global Director of Business Development
and loT Sales




L Squared Digital Signage provides enterprise-
grade digital engagement tools designed to
improve communication for the modern workplace
and modern store.

It enables businesses to leverage back-end data,
customize and share relevant information to
targeted audience groups in real-time, powering
intelligent data-driven decisions.

if L Squared Hub

B Conter brary

D Templates

m Schedules

@ Frame Layouts

. Devices

& Users

A Emergency Message

[l Reports

= Dashboard

Login.

Login.

Login.



Integrate
+ Deploy

Global Market

Customer Success

MICROSOFT IOT REPEATABLE SOLUTION * PROFESSIONAL SERVICES 24/7 SUPPORT

INTEL MARKET READY SOLUTION * 20,000 TECHNICIANS WORLD-WIDE ON-SITE TECH SUPPORT

WORLD WIDE CO-SELL AND RESELLER 50+ APP INTEGRATIONS VIDEO TUTORIALS + ON-DEMAND TRAINING

NETWORKS MULTILINGUAL USER-GUIDES AND
DIRECT SALES OFFICES IN 4 COUNTRIES, INTERFACES

INCLUDING US, UK, CANADA AND INDIA COMMUNITY SUPPORT FORUMS

I OTm Action Microsoft



DIGITAL TRANSFORMATION

What Problems are We Solving?

Traditional Mediums Limited Delivery Unsorted BIG Data
v' Posters v" No Complex Multi-User Management v" Underutilized Data
v' E-Mails v" No Targeted Audience Segmentation v' Lack of Integrations
v'Intranet v" No Cross-Regional or Global Presence v Insufficient Content
v" Townhalls v Limited Remote Management Management
Features v" Low Engagement and Limited
Feedback

Communication
Challenges
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DIGITAL TRANSFORMATION

What Problems are We Solving?

Traditional Mediums Limited Delivery Unsorted BIG Data
v' Posters v" No Complex Multi-User Management v" Underutilized Data
v' E-Mails v" No Targeted Audience Segmentation v' Lack of Integrations
v'Intranet v" No Cross-Regional or Global Presence v Insufficient Content
v" Townhalls v Limited Remote Management Management
Features v" Low Engagement and Limited
Feedback

Communication
Challenges



Modern Workplace

NAV

CANADA
e

Modern Store

L.Tfe Labs



LifeLabs video (1 MIN)



DEMO



m B
PowerBi SharePoint

.
OneDrive

Outlook

Office 365
Media
Blob Storage

10T Hub

loT Edge Device
(Media Player)

s
=]
=
@
=
™©
2
=

Media Server

Encoder)

Media Server
(Azure Media

Database

PostgreSQL

Availability set
Site Recovery
Blob Storage

*VMs aren't created until failover occurs.

PostgreSQL
Database

Load Balancer

App Gateway
(WAF)

¢

Active Directory
Multi Factor
Authenticator

Frontend

Architecture Diagram Walk Through

Virtual Network



Windows 10-1oT

Open platform that seamlessly connects
things, endpoints, and the cloud

Commercial OS for loT devices
and a modern user experience

Supports the languages and
frameworks you already know

Trusted platform for security and
servicing of for cloud-connected devices

Bring power and capability to the edge

Enable a more nature user interface




Summary & CTA

Please visit the Intel and Arrow Booths, to connect with one of our L Squared staff.

We can do deep dive demos and answer any questions you may have.

NA\ROW

intel,




info@LSquared.com

Gajendra Ratnavel Brent Nacu
GAJ@LSQUARED.COM BNACU@LSQUARED.COM






Welcome to
Microsoft Learn

Microsoft.com/learn




12300 XP

Azure fundamentals

| 8 hr 17 min remaining |- Learning Path = 1 of 12 modules completed

Beginner Developer Solution Architect Administrator Al Engineer Business Analyst Business User

Data Engineer Data Scientist Azure Azure Portal Azure Resource Manager Storage Virtual Machines
Interested in the cloud, but aren't quite sure what it can do for you? This path is the place to start.

M In this learning path, you will:
Time L

Learn cloud concepts such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
Disaster Recovery

Investment
expectation

Understand the benefits of cloud computing in Azure and how it can save you time and money
= Compare and contrast basic strategies for transitioning to the Azure cloud

Explore the breadth of services available in Azure including compute, network, storage and security

Once you complete this learning path, you will have the necessary knowledge to take the AZ900 Microsoft
Azure Fundamentals Exam.

Microsoft.com/learn

Prerequisites
None

Modules in this learning path

Cloud Concepts - Principles of cloud computing <
1 hr 2 min = Module = 10 Units

¥ W W W & 4.8 (23350)

Explore the core concepts of cloud computing and how it can help your business.

Overview



Azure fundamentals

& hr 17 min remaining = Learning Path = 1 of 12 modules completed

Beginner Developer Solution Architect Administrator Al Engineer Business Analyst Business User

Data Engineer Data Scientist Azure Azure Portal Azure Resource Manager Storage Virtual Machines

Interested in the cloud, but aren't quite sure what it can do for you? This path is the place to start. Tota | X P =

In this learning path, you will: 1 2, 3 OO

Learn cloud concepts such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
Disaster Recovery

Understand the benefits of cloud computing in Azure and how it can save you time and money
= Compare and contrast basic strategies for transitioning to the Azure cloud

Explore the breadth of services available in Azure including compute, network, storage and security

Once you complete this learning path, you will have the necessary knowledge to take the AZ900 Microsoft
Azure Fundamentals Exam.

Microsoft.com/learn

Prerequisites
None

Modules in this learning path

Cloud Concepts - Principles of cloud computing <
1 hr 2 min = Module = 10 Units

¥ W W W & 4.8 (23350)

Explore the core concepts of cloud computing and how it can help your business.

Overview



12300 XP

Azure fundamentals

& hr 17 min remaining = Learning Path = 1 of 12 modules completed

Beginner Developer Solution Architect Administrator Al Engineer Business Analyst Business User

Data Engineer Data Scientist Azure Azure Portal Azure Resource Manager Storage Virtual Machines

Interested in the cloud, but aren't quite sure what it can do for you? This path is the place to start.

In this learning path, you will:

Learn cloud concepts such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
Disaster Recovery

Understand the benefits of cloud computing in Azure and how it can save you time and money
= Compare and contrast basic strategies for transitioning to the Azure cloud

Explore the breadth of services available in Azure including compute, network, storage and security

Once you complete this learning path, you will have the necessary knowledge to take the AZ900 Microsoft
Azure Fundamentals Exam.

Microsoft.com/learn

Prerequisites

None
Module XP=
Modules in this learning path 1 ! 1 0[0)
Cloud Concepts - Principles of cloud computing

1 hr 2 min = Module = 10 Units
¥ W W W & 4.8 (23350)

Explore the core concepts of cloud computing and how it can help your business.

Overview



Leveling up your
Azure skillz with

Microsoft Learn

A

| can haz ALL
the badgez!
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Top Challenges

Complexity
loT PnP, loT Central

Knowledge
MS Learn

Security
Confidential Computing

Solution == Partners
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