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Developing an
loT security practice
for durable innovation

Danielle Damasius
Principal Lead Program
Manager, Microsoft, Azure Sphere
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loT Is fueling digital transformation

Data&
~intelligence .

20 billion connected devices by 2020

i Gartner

20B

Connected devices by 2020
-Gartner

79ZB

Of data will be generated by
oannectedt hi ngso6 by
-IDC

$1T+

Projected spending on loT
by 2022
-IDC

88%

Companies credit 10T as critical
to their success
-1oT Signals




Reduce costs

Delight customers

Streamline operations

Create new business models




Planning your lIoT deployment

PoC stage Production deployment Iteration
slow climb in value delivering real business value acceleratigyiue through
digitaieedback ean



Securty experts warn of dangen
of  onne ted home devvcen

Cyberattacks On IOT Devices Surge
R : . 300% I n 2019, O6Measu
ol ndustrial l oT to equip new era of Report Claims
corporate intruders coming P
in through deviceso

o0The |1 oT ransomware threat
more serious than you thi

OWhen smart gadgets sSpy on
you: Your home life is less

private than you thi )

nko

AdNebcam firm recalls hackable devices

after mighty Mirai botnet attack 6
0OThe Lurking Danger of

Medi cal Device Hacker so

oHackers exploit casi
oOHacking criti

n
cal infrastrdchigrgnmgmgtaer to steal d
vending machine? The |1 OT realitydo



(4%

of consumers would
pay more for a smart device
that had additional security

Greenberg Inc. 2019

65%

of consumers

purchase a smart device from

a brand that has experienced
a security breach

Greenberg Inc. 2019
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93%

of consumers believe that
manufacturers need to do
more to secure smart devices

Greenberg Inc. 2019




