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Reasons for loT adoption

Operations optimization
Employee productivity

Safety and security

Supply chain management
Quality assurance

Asset tracking

Sales enablement

Energy management
Condition-based maintenance

Health and wellness
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Additional top use case by industry

RETAIL/ TRANSPORTATION GOVERNMENT HEALTHCARE

WHOLESALE
Supply chain . Tracking patient,
optimization 64% Fleet management 56% Public Safety 48% staff, and inventory 66%
Inventory Security, surveillance Infrastructure Remote device

S o2 59% ! " 51% and facilities 40% monitoring and 57%

optimization and safety management service

. . Regulations and Remote health
g: xﬁiltllance and 48% gla;g:?::‘t;rérf\gd enc 40% compliance 38% monitoring and 55%

4 p y management assistance
. Vehicle telematics and Fleet and asset Safety, security, and

Loss prevention 44% infotainment 38% management 37% compliance 53%
Energy optimization 40% ;::;idn'tc:::;en ce 33% Incident response 29% Facilities management 42%




Top challenges

Complexity/technical challenges

Lack of budget/staff resources
Lack of knowledge

Haven’t found the right loT solutions

Security




Solution architecture—DIY

loT
devices
&
sensors

Cloud gateway

Custom cloud solution

Provisioning Mgmt

: Solution UX
NEIES

Identity & registry stores App backend

Device state stores

Stream processing

Analytics &

Storage Machine Learning

Business integration & connectors

Business
systems




We had a similar challenge in the past...

Peripherals Windows OS



That was solved with Windows Plug and Play

Capability
model

. Y
Device R/
metadata

(2

Devices published their capability models and adhered to them
Windows used the capability model to know how to interact with them



loT today

Tight coupling between software on device and loT solution in the cloud



loT Plug and Play + Azure-loT Central
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Connecting hardware
Is very “hard”

Provisioning
Configuration
Device management
Deployment
Monitoring

loT application

Provisioning

Monitoring

Device
Management

11

loT application
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JSON, Binary, XML...

, HTTP, HTTPS, AM

TCP, UDP, TTLS

IPv4, IPv6

Ethernet, WiFi, LTE, DSL, LoRa...




loT Plug and Play
defines common
language

A platform feature
to describe models and
capabilities to Cloud

Based on Digital Twin
definition language

Open source based on open standards
(JSON-LD, RDF)

OSI Model

loT application

Provisioning

Monitoring

Device
Management

11811

loT application

JSON, Binary, XML...

MQTT, HTTP, HTTPS, AMQP

TCP, UDP, TTLS

IPv4, IPv6

Ethernet, WiFi, LTE, DSL, LoRa...




Benefits

Solution developers
Dramatically reduces the effort
needed to build software on devices

Customers and partners

Large ecosystem of devices that
just work with Azure loT solutions,
without any development required

Device builders

Certify your device for loT Plug and Play
and it can be used with thousands of
Azure |oT solutions

In public preview
http://aka.ms/loTPlugandPlay



http://aka.ms/IoTPlugandPlay
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Solution architecture—IloT Central

Digital feedback loop

e e e e e e e e e e e — =

Custom cloud solution

Configurable UX surface

loT
devices
&
sensors

Business
systems

Azure loT Central Core

Data channels & APIs
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Azure loT Central

loT app platform with security, global scale, high availability, disaster recovery built in
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Device connectivity and
management

Telemetry ingestion and
command and control

Monitoring rules &
triggered actions

User roles and
permissions

Dashboards, visualization
and insights

Fully hosted and managed
by Microsoft

Sl

Maps, location telemetry
and geofencing

Device Bridge

Ingest data from other clouds

Continuous Data Export
Bring data into downstream
business applications

White labeling
Your SaaS - Your Brand

loT Plug-and-Play

Public Preview

loT Edge support

Incl. Module Management

Multi-tenancy & RBAC

Extensibility
APIs

Solution Builder App Templates



loT Central App Templates

App templates
for Priority Industry Verticals




Challenge #1
Getting connected

Challenge #2

Making it easier to combine
services to “do something”

Challenge #3

Making it easier to use
the data; it's massive

“We've been here before”




Web 2.0 technologies
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open source

“Big Data” %
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Ecosystem

Power Bl

Azure Machine Learning

Azure Synapse
Analytics
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The digital

feedback loop

‘ Data: Capture digital signal across business
2 Insight: Connect and synthesize data

3 Action: Improve business outcomes

Data +
intelligence
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What is

confidential
computing?




Why confidential computing in loT

Intelligent edge computing creates the need to protect code
and data in use in addition to protection in storage and transit

Code and data
confidentiality

Actions from
insights

Valued
transactions

£

&

Proprietary code and algorithms

Sensitive data like patient information and ML models

Safe actions from insights out of intelligent edge processing

Trustworthy /O for command and control of critical infrastructure

Metering actions for billing

Events tracking e.g., violations for warranty management






The anatomy of
the architectural
design session




The output
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AD\-\NTEC H Enabling an Intelligent Planet

Louis Lu
SW Director of Embedded loT
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Pain Point-on top of pop up message




Pain Point-Content display error
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Pain Point-Blue Screen
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EloT Al App Architecture
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HW + SW + VPU + pre-trained Anti-Spoofing (2D/3D) Object tracking ! Window 10 freeze and i System abnormal detection
model optimized solution Face Recognition Traffic analysis o blocked detection ' Sensor abnormal detection
REST API

Yolo V3 Azure Custom Vision Azure Automated ML

Intel

Deep learning suite (OpenVINO) Tensorflow, Caffe ...
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Data Collection Al Deployment (OTA)
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Window Anomaly Detection
b

Window Anomaly
Detection

Enor Detected

A
ﬁ You need some updates.

) 9 P R e 5. Notification on DeviceOn

Window 10 freeze and
blocked detection

REST API

3. Classify anomaly candidate and Prediction

2. Sent to ML

4. Determine result

OPENCV Custom Vision Faster RCNN

t
Upload raw data .I Azure Blob

Windows Freeze Al Deployment (OTA)

ARK DS series with Win10 and DeviceOn bundled E21 SRP solutions

T ———— ADVANTECH

DeviceOn

IdV 1534

1. Screen Capture

Pop up message

A
a You need some updates.

ect this messaqge to install.

19:01
19-08-2015




EloT Edge Al Software Architecture
Training Al Model

Retail ~ Smart Factorv Facial Recognition Hotspot analysis
QA Equipment " Al Development (Containerized)
- WISE-PaaS/ DeviceOn €«<—> &> End User Web Services
MQTT ! Framework Factory Engineers
My St Sensor Data Aggregation HTTPs Data MQTT | System Integrator
— CPJ::::::, Secu_rely Onboard Azure Machine Learning intel OperVING REST AP HTTPs
e Monitor and Control WISE-PaaS/0TA
us! ystems H A £
Alert and Act Framework Model Training Cont_a!ne_rlzed
Provisioning
N\ Wusraire Modeling Validation Inference update

: - Micro service Inference Lifecycle
Close Loop Al Mechanism Remote Device Management Dashboard

Edge Inference Cloud Training
7= o
e & ‘ Kubernetes A’ Jupyter ‘¥ TensorFlow € ONNX egthm Caffe
Lintux Surte Container Orchestration Kubeflow .v
Driver/ Library (intel> a@” ®penVIN®
AMDD1
Cloud Infrastructure  \WISE-PaaS/ EnSaaS =. Microsoft Azure Data Service server

Edge Device m



loT Things

IP-Connected devices

Industrial PC

Peripheral

Non-IP devices

loT Sensors

DeviceOn Value Proposition

Monitoring

Plugin

SDK

Control
(IIIIIIIIIII (

Control
) (())) €
* Menitoring®

Monitoring

Data Management

‘J‘E

=

Customer
Applications
& Services

Analytics Zero Downtime Rule Engine
Operation
REST API Management
Device Management WebSocket
@ Device & Data
@ |u, Visualization
SDK
Event Notification Scheduling Remote Maintenance

Connectivity Management

II—E‘/

Instant Onboarding  Batch Provisioning

Authentication

Artificial
Intelligence

IT Integration

DeviceOn on

WISE-Paa$S/ EnSaaS -

Microsoft Azure

kubernetes

=] VM

FSI implementation

ADMNTECH



We iterate on it
with our partners

This is what we mean by our
greatest strength is our ecosystem

We can help create the better
process this way together

Customers
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Jackie Yang
Principal Product Manager
ASUS AICS




AICS

Data Analytics

?

Hardware Ecosystem

Fleg
Manufacturing Partnership

1
J

Computer Vision

©

r
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Speech Recognition

NLP

@©
\

Cloud
services

AICS team is a new group with a mission to develop Al-enabled intelligent cloud services

with core technology in the areas of Data Analytics, Speech Recognition, NLP, and Computer

Vision to deploy into new products and services at scale.

IN SEARCH OF INCREDIELE
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Process Safety
Management

Quality
Assurance

Transportation
Safety
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Al Safety Keeper MR 2

LGy tau*’&p
Create the Safest Workplace

Challenges

Prediction
Low Latency
Failsafe service

Solution
Scene Understanding

ROI

31 suspicious behaviors




(73 Accelerate building Al Solutions by Azure

—

6@ Multiple Sites & Devices Management
@ Continuous Learning & Deployment
a...,7 24X 7 non-stop Service




Whiteboarding the Solution

It's a journey...




Al Safety Keeper Building Blocks
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Principal Product Manager

Smart Factory
AICS

(E) Jackie_Yang@asus.com
(O) +886-2-28943447 ext. 21494
(M) +886-920-316-358
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Microsoft Learn

Microsoft.com/learn




12300 XP

Azure fundamentals

| 8 hr 17 min remaining |- Learning Path = 1 of 12 modules completed

Beginner Developer Solution Architect Administrator Al Engineer Business Analyst Business User

Data Engineer Data Scientist Azure Azure Portal Azure Resource Manager Storage Virtual Machines
Interested in the cloud, but aren't quite sure what it can do for you? This path is the place to start.

. In this learning path, you will:
Time L

Learn cloud concepts such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
Disaster Recovery

investment
expectation

Understand the benefits of cloud computing in Azure and how it can save you time and money
» Compare and contrast basic strategies for transitioning to the Azure cloud

Explore the breadth of services available in Azure including compute, network, storage and security

Once you complete this learning path, you will have the necessary knowledge to take the AZ900 Microsoft
Azure Fundamentals Exam.

Microsoft.com/learn

Prerequisites
None

Modules in this learning path

Cloud Concepts - Principles of cloud computing <
1 hr 2 min = Module = 10 Units

¥ W W W W 4.3 (23350)

Explore the core concepts of cloud computing and how it can help your business.

Overview



Azure fundamentals

& hr 17 min remaining = Learning Path = 1 of 12 modules completed

Beginner Developer Solution Architect Administrator Al Engineer Business Analyst Business User

Data Engineer Data Scientist Azure Azure Portal Azure Resource Manager Storage Virtual Machines

Interested in the cloud, but aren't quite sure what it can do for you? This path is the place to start. Tota | XP =

In this learning path, you will: 1 2, 3 OO

Learn cloud concepts such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
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Learn cloud concepts such as High Availability, Scalability, Elasticity, Agility, Fault Tolerance, and
Disaster Recovery

Understand the benefits of cloud computing in Azure and how it can save you time and money
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Top Challenges

Complexity
loT PnP, loT Central

Knowledge
MS Learn

Security
Confidential Computing
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