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~ Securely unlocking loT for your Enterprise~
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“Hackers infect 500,000
consumer routers all over
the world with malware”

“Hacking critical infrastructure via a
vending machine? The IOT reality”

“Industrial 10T to equip new era
of corporate intruders coming
in through devices”
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“Security experts warn =S ITFHOBEBULL
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“Your smart fridge may kill
you: The dark side of loT”

“The Lurking Danger of
Medical Device Hackers”

“Why the KRACK Wi-Fi mess
will take decades to clean up
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Mirai Botnet attack
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Hackers attack casino
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lessons & learned ...
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Customers would pay an average of ... and would buy an average of 70%
22% more for secure loT devices ... more loT devices if they were secure
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Small Trusted
Computing Base

Hardware Defense

Qﬁ Root of Trust
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Azure Sphere OS
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Azure Sphere X217 Fy

First chip: MediaTek MT3620

Highly-Secured & Connected
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The Azure Sphere Security Service
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Azure Sphere: Best-in-Class Support for 7 Properties

Traditional MCU

4X
4

SoCs

Xbox

Component $$

RealTek RTL.8710
Marvell 88MW300/2
Qualcomm QM 4010
MediaTek MT7687

ARM mBed CMv8+CryptoCell
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Allwinner GR8
Qualcomm QCM8016
Samsung ARTIK 530
Intel Atom x5-E3930

Xbox
Xbox 360
Xbox One
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Root of Small
Trust TCB
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Defense mental- Certificate-
in Depth ization based Auth.

DIF’ = Full | Partial Silicon support.

d@b |l = Full | Partial Cloud Service support. ‘

Renewable Failure
Security Reporting
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processes. Certificate-based Authentication: AAD-equivalent w/ isolated keys.
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2% | £ = Full | Partial OS support.

Renewable Security: Rollback-protected update. Failure Reporting: WER-equivalent




Two types of implementations

Greenfield ‘ Brownfield
New devices and equipment Existing devices and equipment

Common use cases:.

Food services
Refrigeration
Industrial equipment

HVAC Controls




Our growing ecosystem of HW partners

ANVNET

seeed

Al-Link
QAUSK

nnoisk |

Azure Sphere certified MCUs
Our silicon foundation delivered through a growing
ecosystem of chip manufacturers

Development kits
Help organizations prototype quickly

Modules

Speed up time to market for device makers

Guardian Modules
Enable secure brownfield loT

InnoAGE™ SSD For AloT Devices
The World's 15t hybrid SSD with Azure Sphere inside

2.5 SATA $5D
InnoAGE




Guardian Module embedded by Japan Partners

7 COWBELL ENCINEERINC CO..LTD.

ConverloT
Guardian Module

G.t Atmark
Techno

Cactasphere
Guardian Module
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Thank you !

ing our Pluton security subsystem royalty free for use in any chip*
re free to innovate with our GPL'd OSS Linux kernel code base
ee to connect to Azure or any other cloud, proprietary or public for application data
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