


Architecting the 
Intelligent Edge



Reasons for IoT adoption



Additional top use case by industry



Top challenges



Solution architecture—DIY



We had a similar challenge in the past…



That was solved with Windows Plug and Play

Devices published their capability models and adhered to them
Windows used the capability model to know how to interact with them



IoT today

Tight coupling between software on device and IoT solution in the cloud
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Benefits

http://aka.ms/IoTPlugandPlay


Solution architecture—IoT Central



Azure IoT central





“Big Data” 
started with 
Web 2.0



Remember 
these? 



“Big Data” 
challenge 2.0







Microsoft’s comprehensive IoT product portfolio 

Dynamics Connected 
Field Service (SaaS)

Azure IoT Hub
Azure IoT Hub Device
Provisioning Service
Azure Active Directory
Azure AI
Azure Cognitive Services

Azure Cosmos DB
Azure Data Share
Azure DevOps
Azure Digital Twins
Azure Logic Apps
Azure Maps

Azure ML
Azure Monitor
Azure Spatial Anchors 
Azure Stream Analytics
Azure Time Series Insights
Power BI

Azure IoT Device SDK
Azure IoT Edge
Azure Sphere
Windows IoT 

Azure Certified for IoT device catalog
Azure Cognitive Services
Azure Functions
Azure ML

Azure SQL
Azure Storage 
Azure Stream Analytics
Data Box Edge







Why confidential computing in IoT

Code and data 
confidentiality

Actions from 
insights

Valued 
transactions



The anatomy of 
the architectural 
design session



The output











Partner Crate.io



for Azure IoT

Built for industrial environments

Unlimited data scaling

Real-time insights and optimization



Handle massive amounts of data quickly with 10x faster performance 
than traditional time series databases.

Integrates easily with existing systems (e.g. ERP, QA, Procure) to 
enable issue tracking throughout the supply chain.

Ensure data availability 24x7 with built-in active-active replication, 
self-healing failover, and rolling software updates.

Protect data with enterprise-grade security, including the ability to 
establish individual identities and credentials for each connected 
device and application. 

Get a time series database that delivers the 
sub-second speed, scalability, and cost 
efficiency required for industrial use cases. 

Built for industrial 
environments



Sub-second, Industry 4.0 query speed (from 4 minutes on a relational 
database, e.g., Oracle or Db2, to 0.3 seconds on CrateDB).

Scale automatically and cost effectively without limits using automatic 
data rebalancing and a shared-nothing, masterless architecture. 

Easily integrate and use CrateDB with BI, ETL, and other data tools 
via an ANSI SQL interface.

Meet the most demanding machine data 
requirements with the ability to collect and 
query millions of data points per second.

Unlimited data 
scaling



Improve equipment performance with the ability to instantly identify 
issues and take corrective action right on the factory floor.

Enable real-time decision making through sub-second queries, 
distributed processing and in-memory columnar indexes.

Create complex analytics with the full power of ANSI SQL, search, 
and user-defined functions.

Partition data by time intervals to speed up queries and make data 
aging policies easy to administer.

Analyze and act on data from factory 
equipment in real time to continuously 
improve operations and drive efficiency.

Real-time 
insights and 
optimization



1600 customers use CrateDB already globally



Demo: 
Realtime Analytics 
from Edge to Cloud















https://iotinaction.westeurope.azure.cratedb.net:4200/



https://westeurope.azure.cratedb.cloud/grafana/?orgId=a4e0a543-ef7b-49bb-8e89-4fb28c60204c



And now: Deploy a 
cluster with CrateDB 
Cloud on Azure





















CrateDB – integrated Management Console





And now: try it out 
in Azure 
Marketplace :-)
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