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The loT journey has multiple stages
Each stage has dramatic benefits

g) Develop new business
opportunities, increase
profitability, create more
compelling business models

Optimize usage of assets and/or
deliver better products to customers

Ability to gain real time insights
and improve business processes

Customer sophistication/value realized

Connect & monitor Analyze & improve Transform & expand
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Enterprise integ ration Data storage Fault tolerance
Cloud-to-device commands Q Business process integration

Device recovery - Operations monitoring
Solution scale

Cost management

Internationalization Insi
Cl/CD . ghts High availability
Updating devices Cold path analytics Provisioning devices
Device lifecycle Disaster recovery  Hot path analytics Warm path ana|ytics
Device commercialization End-to-End Security Data ownership
>
~ . Transport protocols
On device analytics ? Manufacturing : L
scale Data visualization

HW certification THINGS Actions .

4 Drivers

Secu ring data Industry and government compliance Device updates
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The output
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Solution architecture—DIY

loT
devices
&
sensors
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Custom cloud solution

Provisioning Mgmt

: Solution UX
Services

Identity & registry stores App backend

Device state stores

Stream processing

Analytics &

Storage Machine Learning

Digital feedback loop

Business integration & connectors

Business
systems



Azure loT Central

loT app platform with security, global scale, high availability, disaster recovery built in
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Device connectivity and
management

Telemetry ingestion and
command and control

Monitoring rules &
triggered actions

User roles and
permissions

Dashboards, visualization
and insights

Fully hosted and managed
by Microsoft

Sl

Maps, location telemetry
and geofencing

Device Bridge
Ingest data from other clouds

Continuous Data Export
Bring data into downstream
business applications
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White labeling

Your SaaS - Your Brand

loT Plug-and-Play

Public Preview

loT Edge support

Incl. Module Management

Multi-tenancy & RBAC

Extensibility
APlIs

Solution Builder App Templates



Solution architecture—IloT Central

Digital feedback loop

Custom cloud solution

Configurable UX surface

loT
devices
&
sensors

Business
systems

Azure loT Central Core

Data channels & APIs
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loT Central App Templates

I
App templates
for Priority Industry Verticals




Connecting hardware
Is very “hard”

Provisioning
Configuration
Device management
Deployment
Monitoring

loT application

Provisioning

Monitoring

Device
Management

11

loT application

T

JSON, Binary, XML...

, HTTP, HTTPS, AM

TCP, UDP, TTLS

IPv4, IPv6

Ethernet, WiFi, LTE, DSL, LoRa...




loT Plug and Play
defines common
language

A platform feature
to describe models and
capabilities to Cloud

Based on Digital Twin
definition language

Open source based on open standards
(JSON-LD, RDF)

loT application

Provisioning

Monitoring

Device
Management

11811

loT application

JSON, Binary, XML...

MQTT, HTTP, HTTPS, AMQP

TCP, UDP, TTLS

IPv4, IPv6

Ethernet, WiFi, LTE, DSL, LoRa...




Benefits

Solution developers
Dramatically reduces the effort
needed to build software on devices

Customers and partners

Large ecosystem of devices that
just work with Azure 10T solutions,
without any development required

Device builders

Certify your device for |oT Plug and Play
and it can be used with thousands of
Azure loT solutions

In public preview
http://aka.ms/loTPlugandPlay



http://aka.ms/IoTPlugandPlay
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One thing | also
learned over the
years...
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Welcome to
Microsoft Learn

Microsoft.com/learn
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